Like a Hammer, It Can Build, It Can Break: Large Language Model Uses,
Perceptions, and Adoption in Cybersecurity Operations on Reddit

Souradip Nath!, Chih-Yi Huang!, Aditi Ganapathi',
Kashyap Thimmaraju?, Jaron Mink!, Gail-Joon Ahn'
Arizona State University  *Technische Universitdit Berlin

Abstract

Large language models (LLMs) have recently emerged as
promising tools for augmenting Security Operations Center
(SOC) workflows, with vendors increasingly marketing au-
tonomous Al solutions for SOCs. However, there remains a
limited empirical understanding of how such tools are used,
perceived, and adopted by real-world security practitioners.
To address this gap, we conduct a mixed-methods analysis of
discussions in cybersecurity-focused forums to learn how a
diverse group of practitioners use and perceive modern LLM
tools for security operations. More specifically, we analyzed
892 posts between December 2022 and September 2025 from
three cybersecurity-focused forums on Reddit, and, using a
combination of qualitative coding and statistical analysis, ex-
amined how security practitioners discuss LLM tools across
three dimensions: (1) their stated tools and use cases, (2) the
perceived pros and cons of each tool across a set of critical
factors, and (3) their adoption of such tools and the expected
impacts on the cybersecurity industry and individual analysts.
Overall, our findings reveal nuanced patterns in LLM tools
adoption, highlighting independent use of LLMs for low-risk,
productivity-oriented tasks, alongside active interest around
enterprise-grade, security-focused LLM platforms. Although
practitioners report meaningful gains in efficiency and effec-
tiveness in LLM-assisted workflows, persistent issues with
reliability, verification overheads, and security risks sharply
constrain the autonomy granted to LLM tools. Based on these
results, we also provide recommendations for developing and
adopting LLM tools to ensure the security of organizations
and the safety of cybersecurity practitioners.

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.

USENIX Symposium on Usable Privacy and Security (SOUPS) 2026.
August 23-26, 2026, Hannover, Germany.

1 Introduction

SOC:s play a critical role in protecting organizations against
an increasingly complex and fast-moving threat landscape.
They combine people, processes, and technology to support
a wide range of defensive functions, including continuous
monitoring, real-time detection, alert triage, and incident re-
sponse [1-3]. While many SOC processes have become in-
creasingly automated through tools like SIEM, SOAR [3], and
traditional machine-learning (ML)-based techniques [4-8],
evidence from both industry and academia indicates that SOC
teams remain under significant strain. Industry reports show
that SOCs receive thousands of alerts daily, with persistent
false positives contributing to severe alert fatigue, stress, and
burnout among analysts [9, 10]. Academic studies also high-
light the limits of existing automation and the continued need
for more effective decision support in the SOC [1, 11, 12].
Against this backdrop, LLMs’ generative reasoning capabil-
ities have recently emerged as promising tools for augmenting
SOC workflows [13—15]. Over the past years, research efforts
have increasingly explored the application of LLM-powered
automation to support a range of SOC tasks, from routine
analysis to more advanced investigative workflows [16-20].
Capitalizing on this momentum, cybersecurity vendors have
begun introducing autonomous solutions, such as Microsoft
Copilot for Security [21] and CrowdStrike’s Charlotte Al [22],
to augment alert triage and incident response processes.
While these advances consistently highlight the transforma-
tive potential of LLM tools within SOCs [23], understanding
how these tools are used in practice and perceived by practi-
tioners remains critical for assessing their real-world impact
and for guiding the effective integration of LLMs into SOCs.
Prior to the rise of LLMs, researchers examined the percep-
tions and challenges of security practitioners regarding tra-
ditional ML—-based security tools [24,25]. More recent work
has shifted toward task-focused investigations of practition-
ers’ interactions with LLM tools, examining issues such as
explainability, autonomy, trust, and human-AI collaboration
within specific SOC contexts [13, 14,26,27]. While these



studies provide valuable insights into particular tools, tasks,
or LLM capabilities, a broader understanding is still needed
regarding how LLM tools are used across diverse SOC use
cases, what motivating factors and barriers shape their adop-
tion, and the expected impacts on the cybersecurity industry
and individual analysts.

To address this gap, we turn to large-scale discourse
in online cybersecurity forums. Reddit has been widely
used as a rich source of community discussion in secu-
rity and privacy research [28-31], hosting several large and
active cybersecurity-focused communities, with the largest
r/cybersecurity having over one million members as of
January 2026. In light of this, to capture natural, practitioner-
driven discussions at scale around the uses, perceptions, and
adoption of LLM tools in security operations, we conducted a
mixed-method analysis of 892 posts drawn from three active
cybersecurity-focused forums on Reddit between December
2022 and September 2025 (inclusive), with the majority orig-
inating from r/cybersecurity. Based on this analysis, we
seek to answer the following research questions:

RQ1 What LLM tools and use cases are mentioned in security
practitioners’ discussions of SOC work?

RQ2 What benefits and drawbacks of LLM tools do security
practitioners discuss in the context of SOC workflows?

RQ3 How do security practitioners discuss LLM adoption in
SOCs and its potential implications for future practice?

Our findings reveal key patterns in how security practition-
ers discuss uses, perceptions, and adoption of LLM tools in
cybersecurity operations:

First, practitioner discussions reveal a fragmented aware-
ness of the rapidly expanding ecosystem of security-focused
LLM platforms with a small set of popular general-purpose
models. Notably, tools such as ChatGPT and Microsoft Copi-
lot, not explicitly designed for security operations, are refer-
enced far more frequently than security-specific commercial
tools, such as Security Copilot, Dropzone, or Intezer.

Second, LLM use cases span a broad range of operational
SOC activities, with incident response and investigation sup-
port emerging as the most prevalent, followed by productivity-
oriented tasks such as scripting and reporting. Furthermore,
security-specific LLMs are more strongly associated with
more autonomous triage and incident response workflows,
whereas general-purpose LLMs are more commonly dis-
cussed for analyst-driven productivity tasks that afford greater
control and easier verification.

Third, practitioner discussions reveal clear gradients of au-
tonomy: LLMs are most commonly used as decision support
tools, less frequently embedded in human-in-the-loop triage
pipelines, and only rarely granted fully autonomous control
over end-to-end mitigation.

Fourth, practitioners’ perceptions of LLM tools are shaped
by a balance of benefits and concerns across multiple factors.
While many report positive experiences with the capabilities

and efficiency of LLM tools in augmenting analyst workflows
and reducing workload in specific contexts, these benefits are
tempered by strong concerns related to insufficient reliability,
security and privacy risks, limited autonomy, and unjustifiable
cost. Overall, practitioners view LLM tools as promising yet
insufficiently trustworthy to warrant broad delegation of high-
stakes SOC tasks without sustained human oversight.

Fifth, practitioner discussions reveal a nuanced view of
the workforce implications of LLMs within SOCs. While
many anticipate that LLMs will reduce repetitive entry-level
roles, practitioners overwhelmingly reject the idea of fully
autonomous SOCs, emphasizing that higher-skill responsibil-
ities, human oversight, governance, and accountability will
remain fundamentally human-driven.

Contributions. Our study makes the following contributions:

* We present the first large-scale mixed-methods discourse
analysis of practitioner discussions surrounding LLM
adoption in SOCs. Through a multi-dimensional analysis
spanning tools, use cases, adoption patterns, practitioner
opinions, and experiences, our study provides a broad empir-
ical view of how practitioners perceive and operationalize
LLMs within real-world security operations.

¢ We surface several previously unexplored aspects, includ-

ing the fragmented ecosystem of security-specific LLM

tools, emerging use cases such as knowledge discovery and

learning, varying levels of autonomy in LLM-assisted work-
flows, practitioner curiosity and skepticism, and workforce
implications in increasingly Al-augmented SOCs.

Based on these findings, we derive broader sociotechnical

implications for LLM adoption in SOCs and identify re-

search opportunities surrounding trustworthy Al-assisted
workflows, human-AlI co-learning, and the long-term sus-
tainability of the SOC workforce.

2 Related Work and Background

Human Factors in Security Operations. Recent work
has increasingly examined the human and organizational
dimensions of security operations, using complementary
methodologies, including qualitative interviews [1, 11, 32],
surveys [11,33], and anthropological analyses of analyst ac-
tivities and tool usage [25,34-36]. Collectively, these studies
highlight SOCs as complex sociotechnical environments and
identify persistent operational issues, including alert fatigue,
burnout, stress, and cognitive overload due to high alert vol-
umes and false positives, along with mismatched priorities
between analysts and organizational leadership.

Our work revisits these concerns in the context of LLM
adoption within SOCs, examining both where LLMs may help
alleviate existing burdens and what new challenges emerge
as such systems become more widely adopted.

Practitioner Perceptions of ML-based Security Tools.
Building on this foundation, subsequent research examined



how ML-based security tools interact with operational SOC
dynamics [24,25]. For instance, Mink et al. [24] conducted a
qualitative study examining how practitioners perceive ML-
driven detection systems and explanation mechanisms, identi-
fying where such tools are considered effective compared to
traditional rule-based approaches. Similarly, Oesch et al. [25]
analyzed analysts’ interactions with ML-assisted SOC tool-
ing and highlighted challenges related to usability, analyst
mental models, and the interpretability of ML-generated out-
puts. Together, these studies demonstrate that the adoption of
Al-assisted security tooling deeply depends on practitioners’
ability to understand, calibrate, and operationalize Al outputs.

Our work builds on these prior studies, particularly Mink
et al. [24], whose findings inform our initial codebook devel-
opment (§ 3.2). However, our study extends the scope and
technological focus by studying practitioners’ perceptions of
LLM-based tools, which introduce new forms of interaction,
workflows, and capabilities that fundamentally reshape how
Al systems are integrated into security operations.

LLMs and Human-AI Collaboration in SOCs. More re-
cently, research has begun examining the role of LLMs and
human-AlI collaboration within SOCs [37-39], touching upon
specific areas, such as autonomy, trust, interaction patterns,
and explainability [14,26,27]. For example, Roch et al. [26]
conducted in-depth interviews with cybersecurity leaders to
explore autonomy and the evolving division of labor between
analysts and Al. Similarly, Rastogi et al. [27] examined the
role of explainability, highlighting how LLM-generated ex-
planations influence trust and actionability in high-stakes
SOC environments. Other recent studies have explored task-
specific uses of LLMs within SOCs, such as evaluations of
LLM-assisted incident response summarization using real-
world incidents [13]. Among these, Singh et al. [14] is par-
ticularly relevant to our work, as it empirically examines an-
alyst interactions with LLM systems in SOC settings. How-
ever, they focus on general-purpose LLMs such as ChatGPT,
whereas our study additionally examines security-specific
LLM platforms and more autonomous operational workflows.
Our work complements and extends this growing litera-
ture through its methodology, scale, and analytical breadth.
Rather than focusing on a specific tool, task, or Al capability,
we conduct a large-scale multi-dimensional discourse analysis
of practitioner discussions across online security communi-
ties. This approach captures focused yet candid conversations
surrounding LLM adoption, operational use, organizational
concerns, autonomy, trust, and perceived risks across a diverse
range of tools and SOC use cases. By analyzing practitioner
discourse at scale, our work provides a broader view of how
security practitioners collectively negotiate the emerging role
of LLM systems within real-world security operations.
Terminology. Next, we define the key terms related to data
analytics and insights that are used throughout the paper.
LLM Tools. In this paper, the term ‘LLM tools’ is used
as an umbrella term to refer to a group of standalone tools,

compound systems, or commercial platforms in which LLMs
play a central role, enabling generative to agentic capabilities,
such as reasoning, planning, and learning.

Practitioners. In this paper, we refer to Reddit posters col-
lectively as ‘security practitioners,” as the analyzed commu-
nities are cybersecurity-focused. When available, we report
more specific, self-identified roles (e.g., SOC manager) stated
in posts or user flairs. Because these roles cannot be indepen-
dently verified (§ 3.3), we report them only when explicitly
self-identified; otherwise, we use the term ‘practitioner.’

Reddit Terms. Throughout this paper, we use three Reddit-
specific terms: subreddit, thread, and post. Reddit is organized
into topic-specific communities called ‘subreddits,” within
which users participate in discussion threads. A ‘thread’ refers
to a user-initiated discussion consisting of a title, a conver-
sation prompt, and all subsequent replies. Following prior
works [29,30], we use the term ‘post’ to refer to any individ-
ual contribution within a thread, including both the original
submission and any subsequent replies.

3 Methodology

To investigate how LLMs are used and perceived in practice,
we perform a large-scale qualitative analysis across online
cybersecurity forums discussing LLM tools. We detail the eth-
ical considerations for our IRB-approved study in Section 8.

3.1 Data Collection

To accurately capture real-world security practitioners’ uses
and perceptions of LLM tools, we gathered and analyzed
1,703 posts made across online cybersecurity forums.

Discovering Subreddits. Inspired by prior work analyzing
Reddit data [28-31], we selected a set of popular and active
subreddits that enable discussions among security practition-
ers. To discover security-centric discussions on emerging
LLM tools, we began with informal keyword-based searches
on Reddit to identify subreddits that yielded relevant practi-
tioner discussions, and then expanded this set by including
closely related, active communities with similar topical fo-
cus. We selected active forums covering general cybersecurity
discussions (r/cybersecurity, r/ComputerSecurity), cy-
bersecurity leadership (r/ciso), blue-team and SOC op-
erations (r/blueteamsec, r/SIEM), and cyberspace Q&A
(r/CyberSecurityAdvice). Furthermore, we read and ad-
hered to each forum’s posted community guidelines and
avoided any communities that prohibited the use of forum
data for academic research. In total, we gathered a set of nine
subreddits that spanned between 4.5K—1.4M users (Table 1).

Gathering Threads and Posts. Within each subreddit, we
looked at how LLMs were perceived and used by its mem-
bers. First, we performed a keyword-based search to col-
lect and filter threads; with a set of 13 Al-focused terms



Table 1: Collected Reddit Dataset — number of threads retrieved
per subreddit, number and share of relevant threads, and the number
(and share) of posts/comments coded as relevant.

Subreddits Threads Threads Posts Posts

(Pulled) (Relevant) (Pulled) (Relevant)
r/cybersecurity 830 69 (8.31%) 1,665 863 (51.83%)
r/Information_Security 96 5(5.21%) 21 15 (71.43%)
r/ciso 25 2 (8.00%) 17 14 (82.35%)
r/blueteamsec 187 0 - -
r/CyberSecurityAdvice 76 0 - -
r/cybersecurity_help 36 0 - -
r/ComputerSecurity 35 0 - -
r/SecurityBlueTeam 15 0 - -
r/SIEM 10 0 - -
Total 1,310 76 (5.80%) 1,703 892 (52.38%)

including ‘SOC AI’, ‘AI Security Operations’, and ‘LM
in cybersecurity’ (full list in [40]), we retrieved 1,310
threads on September 30, 2025, collecting the submission’s
title, content, anonymized username, posting date, and num-
ber of posts. We further refined the set of collected threads
using Al-assisted classification. Using GPT-4.1-mini API,
we created a few-shot prompt to guide the LLM in performing
a relevance classification task, supplying it with the thread
title and the original post content [40]. To establish reliability,
the primary author manually reviewed a random sample of
100 threads, labeled each as ‘relevant’ or ‘irrelevant’. Out of
100 threads, only 2 were incorrectly coded, and no relevant
threads were missed, yielding a high inter-rater reliability
(k=0.96). Having found reliability, we then used the LLM
to classify the remaining threads at scale, yielding 80 rele-
vant and 1,230 irrelevant threads. All relevant threads were
also further manually reviewed, and 4 were deemed irrelevant,
giving us 76 relevant threads. We also randomly sampled
50 threads classified as irrelevant, and manually verified that
all the classifications were correct; these threads focused on
topics outside the scope of this study, including frameworks
for securing Al systems, cybersecurity career pathways, and
interview preparation, or syntactically similar but unrelated
topics, e.g., SoC (System-on-chip) Security.

Within each thread, we retrieved all posts underneath it,
producing a dataset of 1,703 posts as shown in Table 1. These
posts were then manually coded for relevance following our
coding protocol (§ 3.2). Specifically, posts were double-coded
in batches of 50 with iterative inter-rater reliability (IRR)
checks and conflict resolution until a high level of agreement
was achieved (0.=0.88). A post was deemed irrelevant if it
had been deleted by the creator, removed by moderators or the
platform, or if it did not pertain to our research questions. Ad-
ditionally, redundant replies from the same user that repeated
already shared opinions without contributing new information
were also labeled irrelevant. Of the 1,703 posts coded, 892
were considered relevant (see Table 1).

Data Availability Statement. Consistent with research prac-
tices involving Reddit data [28-31], we will not publicly re-
lease the dataset to protect the privacy of Reddit posters. In-
stead, interested researchers may contact the author to request
an archived copy. To promote reproducibility, we provide the
list of keywords and the few-shot prompt used in our data
collection process in our replication package [40].

3.2 Data Analysis

To analyze online discussions, we employed a mix of quali-
tative and quantitative methods [41] to gain insight into the
discussions and statistically compare the prevalence of differ-
ent LLM tools use cases and opinions.

Qualitative Analysis of Posts. To analyze the gathered posts,
we first conducted a hybrid coding methodology [42]. To
ensure proper interpretation, all posts were analyzed in the
context of any posts that they were in reply to. If any posts
contained available external links, as in other works [28], we
reviewed all linked content as well.

To construct the codebook, a single coder began with a set
of codes informed by prior work [24], from which initial use
cases (alert triage, threat analysis, documentation) and Al fac-
tors (efficiency, cost, security) were derived. This codebook
was then expanded through inductive coding of 350 posts to
capture LLM-specific practitioner discussions, which intro-
duced emergent use cases, such as scripting, query support,
knowledge support, and training, as well as additional LLM
factors, including capabilities, reliability, autonomy, and pri-
vacy. To assess IRR for this initial codebook, a second coder
was introduced and familiarized with the codebook through
co-coding of 25 posts. After developing a shared understand-
ing, the two coders then independently coded a new set of 50
posts, after which IRR was computed using Krippendorff’s
alpha () [43,44] for every code. The authors then resolved
coding disagreements and adjusted the codebook to clarify
and refine definitions. If at least one code did not obtain sub-
stantial agreement (ot > 0.8), this process was repeated. After
eight rounds of double coding, agreement for all codes was
achieved, and the primary coder then independently coded
the remaining 1,278 posts. The final codebook and resulting
reliability are presented in our replication package [40].

Following codebook development, the primary coder, along
with the full research team, conducted a reflexive thematic
analysis [45]. Through data exploration and routine meetings
with the research team, we distilled patterns and trends in the
codes into large-scale themes that we present in our results.

Quantitative Analysis of Codes. Having established the re-
liability of codes, we also conducted quantitative analysis to
measure and statistically compare their prevalence.

In particular, to assess the prevalence of certain LLM tools
(§4.1) and use cases (§ 4.2) discussed, we conducted pairwise
comparisons using two-sample tests for equality of propor-
tions [46], which assume sufficiently large sample sizes for



the asymptotic approximation underlying the chi-squared test
statistic to be valid [47]. Also, to examine associations be-
tween categorical dimensions in our dataset, we conducted
a series of chi-square tests of independence across multiple
analyses, including relationships between tool categories and
use cases (§ 4), LLM factors and opinions, tool categories
and opinions (§ 5), and adoption stages over time (§ 6). For
statistically significant results, we conducted post hoc analy-
ses using adjusted standardized residuals (z) [48] to identify
disproportionately represented categories. To account for mul-
tiple comparisons, we applied the Bonferroni correction to
the post hoc tests [49].

3.3 Limitations

Similar to other works that analyze anonymous community
forums [28-31], our study shares a number of limitations
that we account for when interpreting our results. First, our
selection of forums and keywords, while carefully curated,
may reflect biases and capture only a subset of relevant dis-
cussions about practitioners’ experiences with LLM tools in
SOCs. Second, we rely on self-reported information provided
by Reddit users. Although we report specific roles when ex-
plicitly stated in posts, we cannot independently verify the
roles, professional identities, or organizational contexts of the
contributors, which may substantially influence how certain
tools or factors are perceived and prioritized. Third, Reddit
users represent only a subset, and possibly a biased section of
the security community. Prior studies have noted that Reddit
users tend to be more engaged with emerging technologies
than the general practitioner population [50]. As such, these
discussions may reflect an upper bound on awareness of LLM
tools rather than typical practice.

Despite these limitations, our work surfaces nuanced prac-
titioner perspectives and timely insights into emerging LLM
adoption trends in SOCs, which can be further validated
through empirical and design-oriented methodologies.

4 Tools and Use Cases in Practice (RQ1)

We find that security practitioners discuss a wide range of
LLM tools and uses within SOC workflows. In particular,
these discussions reflect a dominant mention of general-
purpose LLMs alongside a fragmented ecosystem of com-
mercial tools for security. Moreover, LLM use cases span a
diverse set of SOC activities, with discussions most heavily
concentrated on incident response and triage, followed by
scripting and reporting tasks, and less frequently on knowl-
edge support, threat analysis, and training-related functions.

4.1 LLM Tools

Across 410 posts, practitioners discussed a wide range of
LLM tools used within SOCs. To understand the tools used,

Table 2: Reported LLM Tools — Categorized by purpose and
origin. Note that individual posts may mention multiple tools.

Categories of LLM Tools # (Out of 410)
By Purpose
General-Purpose LLM Tools 248 (60.49%)
Security-Specific LLM Tools 180 (43.90%)

By Origin
Commercially Available
In-House Built

398 (97.07%)
14 (3.42%)

we code each by whether it is (1) general-purpose, such as
ChatGPT, or security-specific, such as Microsoft Security
Copilot, and (2) commercially available or built in-house.

General-Purpose LLMs Are Referenced More Than
Security-Focused LLMs. As shown in Table 2, while not
explicitly designed for security operations, 60.5% (n=248) of
posts referenced general-purpose LLMs, such as ChatGPT,
Microsoft Copilot, Claude, along with broader terms such as
“LLMs,” or “Generative AL.” Conversely, only 43.9% (n=180)
of tools references mentioned security-specific tools, includ-
ing Microsoft Security Copilot, Dropzone Al, and Intezer. To
evaluate whether these differences are significant, we ran a
two-sample test for equality of proportions, and found that
general LLM tools are significantly more likely to be dis-
cussed by security practitioners (x*(1) = 21.94, p < .001).
Across these discussions, practitioners described diverse in-
tegration patterns (§ 4.2), alongside sharing hands-on reflec-
tions on their benefits and limitations (§ 5).

A Long Tail of Security-Specific Tools Exists. While
general-purpose LLMs were centered around a few key play-
ers, a long list of security-specific tools was referenced (see
Appendix B.1). Practitioners mentioned only nine distinct
general-purpose tools, with discussion dominated by Chat-
GPT (n=90), followed by MS Copilot (n=30), and others. In
contrast, security-focused LLMs had a long list of 30 dis-
tinct commercial platforms, yet only four of these tools were
mentioned more than five times: Security Copilot (n=40),
Dropzone Al (n=10), Intezer (n=8), and Cortex XSIAM (n=6).
The remaining appeared three times or fewer, with half of the
30 tools mentioned only once, indicating fragmented aware-
ness across a rapidly expanding Al-for-cybersecurity vendor
ecosystem. Notably, half of these tools are marketed as “Al
SOC analysts” (further discussed in § 6.1) positioned as au-
tonomous assistants capable of performing Tier 1/2 tasks [23].

In-House Custom Workflows Are Rare, but Used. In-house
developments accounted for only 3.4% (n=14) of posts, com-
pared to the commercially available solutions referenced in
97% (n=398) of posts. Across this smaller subset, practition-
ers described building custom LLM workflows internally to
augment security workflows. For example, in a thread about
LLMs for SIEM, one practitioner (P310) described leverag-
ing open-source agent frameworks to enhance SIEM search



Table 3: Reported LLM Tools Use Cases and Descriptions Across Tool Categories (General-Purpose, Security-Specific).

Types of LLM Use Cases Description # General # Security p-value
Triage & Incident Response (n=139)  Support for alert triage, investigation, correlation, mitigation, and response workflows. 30 (40.54%) 44 (59.46%) < 0.001*
Scripting & Query Support (n=88) Generation and refinement of security scripts and detection queries. 51 (89.47%) 6 (10.53%) <0.01*
Reporting & Documentation (n=84)  Drafting and summarizing investigation reports, policies, and threat briefings, etc. 43 (89.58%) 5(10.42%) <0.05*
Threat Analysis (n=54) Support for risk and vulnerability analysis, threat hunting, and modeling workflows. 16 (57.14%) 12 (42.86%) 0.948
Knowledge Support (n=53) Concept explanation, information retrieval, document-based knowledge extraction. 31 (88.57%) 4(11.43%) 0.119
Training, Compliance, Others (n=18)  Drafting training exercises, reviewing compliance materials, and other non-core tasks. 9 (81.82%) 2 (18.18%) -

Counts and percentages are reported row-wise and represent the relative distribution of tool types within each use case category. Statistical significance was
assessed using a chi-square test of independence followed by Bonferroni-corrected post-hoc analysis of adjusted residuals. Rows denoting significant

associations are bolded.

workflows: “I have developed custom Python scripts using
open-source agent frameworks to feed SIEM query results
into an agent to iteratively process the data and generate
a consolidated review of the search output.” This suggests
that although off-the-shelf solutions are popular, such custom
workflows may be valuable for closing integration gaps and
supporting organization-specific security processes.

4.2 Uses of LLM Tools in Security Operations

As shown in Table 3, across 325 posts, LLM use cases fell into
six broad categories: triage and incident response, scripting
support, reporting, threat analysis, knowledge support, and
miscellaneous activities. To understand the relative prevalence
across use cases, we conducted pairwise two-sample tests of
proportions (full statistical results in Appendix B.2) and found
that discussions surrounding triage and IR were significantly
more prevalent than all other use cases, followed by scripting
and documentation. Threat Analysis and knowledge support
were discussed less frequently, but were more prominent than
training, compliance, and other categories.

Furthermore, we conducted a cross-dimensional analysis
linking the use cases with LLM tool categories (general-
purpose or security-specific) and found that practitioners men-
tioned a specific tool across 60% of use case discussions
(n=193). A chi-square test of independence (Appendix B.2)
revealed a significant association ()2 (4)=58.289, p < 0.01);
security-specific tools were more strongly associated with
triage and incident response workflows, where applications
tended to be more autonomous, whereas general-purpose tools
were more commonly discussed for analyst-driven productiv-
ity tasks such as scripting, query support, and reporting. These
findings suggest a functional distinction between productivity-
oriented uses of general-purpose LLMs and operational au-
tomation expectations surrounding security-specific systems.

Incident Response and Investigation Support. Across all
LLM cybersecurity use cases, 42.77% (n=139) of posts fo-
cused on improving or automating tasks relating to incident
response, including triaging, investigating, responding, and
mitigating alerts and security threats, and was thus mentioned
significantly more often than all other reported use cases
(x*(1) > 16.92, all p < .001). Practitioners described a varied

set of ways for LLM tools to aid in reducing their workload
and making investigations more effective.

LLM Investigation Buddies: Similar to common uses of
LLMs in non-cybersecurity contexts, practitioners described
using LLMs as decision support tools during investigations,
operating in a ‘think and assist’ mode that performs subtasks
such as correlation, hypothesis generation, and sensemaking,
while analysts retain full control over interpretation and final
decision making. As P452 shared: “During a complex investi-
gation, I utilize LLMs as a companion, throwing ideas at them.
1 let them examine the data to help with correlation, and I han-
dle the critical thinking.” Similarly, P757 described providing
contextual artifacts to LLMs for exploratory analysis, noting:
“I provide logs, screenshots, or event timelines to LLMs to help
me piece together what might be happening, either to validate
my findings, or help me zoom in on a problem area.”

LLM-Driven Triaging: Beyond providing investigative sup-
port, practitioners described using LLMs to partially automate
alert triage through human-in-the-loop (HITL) workflows. In
these settings, HITL means workflows where LLMs may per-
form an initial analysis of incoming alerts, proposing likely
scenarios and potential mitigation actions, but human opera-
tors review and approve or reject LLM decisions before any
action is executed. Such LLM-driven triage was most com-
monly discussed for high-volume ‘Tier-1" alerts, where rapid
filtering decisions are required, though some accounts also
described its use in more in-depth analytical contexts. For
instance, one L3 analyst (P725) described an LLM-driven
pipeline that automatically extracts context from EDR alerts
and presents a structured breakdown for analysis to ultimately
review and take action on: “While we use it to augment the
analysis and get more clarity on things, we do not allow it to
take actions. Ultimately, trust but verify!” Others, however,
described allowing LLMs to handle and resolve low-impact
alerts, escalating to humans only when necessary: “Our team
has been using LLMs to assess high-noise/high-volume alerts
that are low-payoff/low-impact. Only if there are any outliers,
the alert is flagged for human evaluation” (P864).

Fully Autonomous LLM Mitigation: Lastly, a small fraction
of posts (n=5) described delegating entire classes of routine
high-confidence tasks to fully autonomous LLM pipelines.
Commonly integrated with SOAR systems, these workflows



independently triage alerts, correlate incidents, enrich find-
ings, and initiate actions with minimal human involvement
(PO13, P066, P247). In a few cases, this autonomy extended
into active responses; for instance, a CISO (P086) detailed
how their LLM-powered correlation engine “determines inci-
dent severity and autonomously dispatches remediation tasks,
like isolating endpoints, running full scans, or disabling suspi-
cious accounts.” These use cases demonstrate that, although
limited, some organizations might be experimenting with fully
autonomous workflows to scale high-volume alert workloads.

Scripting & Query Support. Consistent with recent ad-
vances in LLM-based code generation [51-53], 27.08%
(n=88) of use cases described practitioners using LLMs to
generate scripts and queries to augment their daily workflows.

Code Generation: Several posts (n=46) discussed using
tools such as ChatGPT to draft scripts in Python, PowerShell,
or Bash, typically to create boilerplate code or outlining logic
that the analyst then adapts. As P753 explained, “I find "write
code to do XYZ in language A" prompts are useful for get-
ting started with boilerplate code instead of writing it manu-
ally.” Others mentioned leveraging LLMs to enhance or debug
scripts they wrote themselves (P742).

Query Support: Practitioners also mentioned LLM-assisted
query generation and refinement (n=51), particularly for
SIEM and detection engineering workflows. These cases in-
cluded assistance with crafting or troubleshooting KQL, SQL,
or regex queries. As P309 noted, “I’ve explored a number of
LLM chatbots to assist me fix SIEM queries, offer recommen-
dations, or craft highly targeted queries for specific needs.”

Reporting & Documentation. Across 25.85% (n=84) of
mentioned tasks, practitioners described incorporating LLMs
into their technical reporting and documentation workflows,
supporting tasks ranging from general writing assistance
(n=20) to SOC-specific activities such as policy and SOP de-
velopment (n=19), investigation summaries (n=13), threat in-
telligence briefings (n=11), and risk assessment reports (n=9).
As one mentioned using LLMs to offload time-intensive re-
porting tasks: “I use ChatGPT to ingest articles and generate
summaries of CTI briefings. This allows me to save time and
concentrate on threat hunting for any I0Cs” (P823).

Learning & Knowledge Support. Practitioners also de-
scribed using LLMs as versatile knowledge-support tools
(n=53, 16.31%), reflecting a broader shift in how analysts
retrieve, learn, and navigate complex technical information.
Learning and Explanation: Across 20 posts, practitioners
mentioned relying on LLMs to clarify obscure command-line
behavior or provide context for vague error messages, high-
lighting the value of LLM-generated explanations for learning
something new or complex. As P921 noted, “having an LLM
explain something as if you were five may seem trivial, but
can be incredibly helpful when approaching complex topics.’
Information Retrieval: In 17 posts, LLMs were framed as
a more efficient path from questions to actionable directions,

s

often contrasted with a conventional Google search. As P442,
a threat hunter, described “the role of an analyst is to know
the right question to get the answer. Google has been a part of
our lives for many years. LLMs are simply far more efficient.”

Knowledge Extraction: Finally, practitioners discussed uti-
lizing LLMs to extract knowledge from documents (n=13)
to receive targeted responses. For example, P740 described
embedding internal materials into an LLM agent: “I created
an agent loaded with our client policies, risk reports, and
acronym lists to allow our analysts to ask questions or per-
form light analysis” (P740).

Threat Analysis. Around 16.62% (n=54) of posts discussed
the use of LLMs to support analytical reasoning in activi-
ties such as risk and vulnerability assessment, threat model-
ing, and threat hunting. For instance, P879 described using
LLMs to help plan and review risk assessments, noting: “We
have been augmenting LLMs extensively to our risk assess-
ment planning to ensure completeness.” Others reported using
LLMs to sanity-check penetration testing findings, such as
asking: “What description and CVSS score would you assign
to my pentest discovery?” (P751), to save time by offloading
the analytical thinking to the LLM.

Training, Compliance, and Others. A smaller subset of posts
(n=18, 5.54%) described LLM use for miscellaneous tasks,
including drafting cyber training exercises and developing
scenarios to test defensive controls (n=6), reviewing policies
or guideline reports (n=6), and other non-technical activities.
As P823 noted: “I train junior analysts on IR, I use ChatGPT
to generate training scenarios and practice questions.”

S Perceptions of LLM Tools (RQ2)

Across 406 posts, practitioners shared opinions and experi-
ences with LLM tools for cybersecurity operations. Based
on our analysis, we find that practitioners framed their expe-
riences primarily around six factors: capabilities, efficiency,
reliability, security and privacy, autonomy, and cost (Table 4).
To further examine whether sentiment toward LLM tools dif-
fered across the discussed factors, we conducted a chi-square
test of independence followed by post-hoc analysis using ad-
justed residuals (full statistical results in Appendix B.2). Our
findings provide both statistical and qualitative evidence that,
although practitioners are increasingly satisfied with the ca-
pabilities and efficiency of LLM tools, persistent concerns
around reliability, autonomy, security, and cost temper their
trust and limit their willingness to delegate sensitive tasks.

5.1 Capabilities

Practitioners’ discussions around LLMs’ capabilities were
significantly more positive than negative (z=8.11,p < .001).
Notably, nearly three-quarters of these posts (n=130) also



Table 4: Reported LLM Factors, Descriptions and Opinions.

Factors Description # Positive # Negative p-value
Capabilities Specific tasks and SOC use cases where LLM tools are perceived as helpful 174 (64.21%) 97 (35.79%) < 0.001*
Efficiency Time-related aspects, such as speed of analysis, deployment, and workload reduction 54 (84.38%) 10 (15.62%) <0.001*
Reliability Trustworthiness, accuracy, and consistency of LLM-generated insights 3(5.17%) 55(94.83%) <0.001*
Security & Privacy  Security of LLM tools, organizational data governance, and privacy considerations 6 (11.54%) 46 (88.46%) <0.001%*
Autonomy Ability of LLM tools to operate independently with minimal human supervision 6 (12.77 %) 41 (87.23%) < 0.001*
Cost Financial aspects, such as operational costs and perceived return on investment 5(14.29%) 30 (85.71%) < 0.001*

Counts and percentages are reported row-wise and represent the relative proportion of opinions within each LLM factor. Statistical significance was assessed
using a chi-square test followed by Bonferroni-corrected post-hoc analysis of adjusted residuals. Rows denoting significant associations are bolded.

included specific use cases (§ 4.2), highlighting that LLM-
powered tools can effectively augment real-world SOC tasks.

Better Contextualization and Visibility of Alerts. Practi-
tioners frequently described LLLM tools as effective for inci-
dent enrichment and surfacing low-visibility behaviors (n=13).
While existing ML tools can correlate well-defined alerts,
practitioners noted that LLM tools can effectively interpret a
multitude of varied signals to better answer an investigation,
which can also provide essential context for analyst interpre-
tation. For instance, reflecting on experiences with Agentic
LLM tools such as Purple Al, one practitioner noted that,
“LLMs are going to transform incident enrichment. Compared
to scripting or googling, LLMs can rapidly synthesize key
contextual details surrounding an incident” (P044). Simi-
larly, PO38 noted that these tools dramatically reduce their
workload, and provide important context and remain easily ac-
cessible with natural language queries: “I use Agentic LLMs,
and they’re incredible. Not only does it turn half a million
alerts/events a month into 1-3 relevant daily alerts, but also
gives important context. During an investigation, I can ask,
‘Does this event fire every time a user logs in or is this a new
alert?’ or, ‘Did they get challenged for MFA?’... It’s not just
reducing my workload, it’s finding things I couldn’t see.”

Improved Interpretability of Signals. In addition to better
contextualization of signals, practitioners (n=10) also noted
that LLMs made previously hard-to-understand signals read-
ily interpretable. In particular, practitioners emphasized how
LLMs can translate verbose or opaque log data into human-
readable narratives through querying, summarization, and ex-
planations. As P294 explained, “When you feed ChatGPT
raw logs, it can assist in explaining what’s happening in sim-
ple language. Windows events can be difficult to interpret due
to the event IDs and combinations you need to memorize.”

Reduced False Positives. Perhaps due to their effective use
and analysis of many signals, practitioners also consistently
framed LLM tools as effective in performing accurate classifi-
cation decisions and automating alert triage and management
pipelines (n=18). In particular, while concerns of high false
negatives were notable in traditional alert classification sys-
tems [1, 11, 32], and thought to be further exacerbated in
traditional ML systems [24], LLM tools were surprisingly

perceived by analysts as broadly effective in detecting and re-
emptively removing false positive alerts. For instance, PO17
noted: “The ‘autonomous’ aspect of LLM tools is most evident
in their ability to eliminate high-confidence false positives
that are not worth wasting an analyst’s time.”

Inabilities of LLMs. Beyond the predominantly positive dis-
cussions of LLM capabilities, 97 posts (38.65%) expressed
reservations about their practical value in SOC contexts. A
recurring concern was whether the probabilistic nature of
LLM tool outputs was fundamentally susceptible to incorrect
conclusions, particularly around novel and unseen examples.
As P910 argued, “Cybersecurity mostly depends on dealing
with outliers and anomalies... LLMs are awful at even compre-
hending these things, let alone acting upon.” Skepticism also
stemmed from firsthand experiences with performance break-
downs in complex or structured tasks, including failures to
correctly interpret alert data or generate functional detection
queries in complex languages, such as KQL. Some posts em-
phasized systemic data challenges affecting LLM use at both
training and inference stages. As P263 emphasized that alert
data already suffers from poor signal-to-noise ratios, suggest-
ing that, “...with Al the problem of garbage in, garbage out
still persists.” Furthermore, these issues were compounded by
vendors overpromising LLM tools’ abilities, the perception
that existing tools may be good enough (§ 6.2), and concerns
that even outputs for tasks that LLMs can readily perform can
also still suffer from hallucinations and inaccuracies (§ 5.3).

5.2 Efficiency

Practitioners were significantly more likely to speak posi-
tively about the efficiency of LLM tools (z = 6.38, p < .001),
frequently noting that LLM tools speed up their analysis.

LLM Tools Speed Up Analysis and Deployment. Within
core SOC workflows such as alert triage, investigation, and IR,
practitioners frequently reported measurable efficiency gains
from using LLM tools in their workflow. For instance, an
L3 analyst (P725) described how using an LLM tool in their
workflows helped them automate their triaging and “reduced
MTTT (mean-time-to-triage) from around 45 minutes to less
than 2 minutes.” Similarly, the use of Agentic LLM tools dras-
tically reduced how long investigations took by pre-emptively



filtering and analyzing alerts they needed to respond to: “By
delivering end-to-end investigations, these tools condense the
investigation from "here’s 500 things to look at”, to "here’s
what happened and what you should probably do"” (P085).
Practitioners also noted that, compared with human analysts
in particular, the detection and response time with LLM tools
were often much faster for processing and resolving large
volumes of alerts, with P870 noting: “Al can process massive
volumes of data quickly and detect threats that would take a
human analyst hours to identify.” Furthermore, beyond the
speed of the tool’s operation, practitioners also noted that the
time required to effectively deploy LLM tools was lower than
that of others. This was discussed in both how fast analysts
could learn to use (P002) and set up (POO1) such tools.

LLM Tools Introduce Verification Overhead. In contrast
to their time-saving abilities, a small set of posts (n=10) high-
lighted that LLM tools introduce new overhead as analysts
may often need to correct, tune, or otherwise verify their
outputs. For example, P206 expressed frustration after their
SOAR was replaced with an LLM tool-driven workflow: “We
spend nearly four times the amount of effort correcting and
changing LLM behavior as we do actually addressing inci-
dents.” Similarly, P289 reflected after using LLMs for generat-
ing regular expressions for firewall rules: “I had to verify and
correct the output, so did I end up saving time? Not sure.”

5.3 Reliability

When discussing the trustworthiness of LLMs’ predictions,
practitioners were significantly more likely to discuss negative
aspects (z = —6.77, p < .001) such as inconsistent behavior
and false confidence in hallucinated answers.

Hallucinations and Non-determinism Cause Concern.
Most posts discussing reliability focused on LLM tools’ ten-
dencies to hallucinate [54] (n=25). Often, these were discov-
ered through personal experiences; for instance, P171 noted
that an LLM tool’s confident but incorrect conclusion still
makes them worry about relying on such tools: “Whenever
I've tried LLMs for security work, it’s produced pure garbage.
It made up descriptions of an imaginary malware I named.
I do not trust any of it.” Beyond arriving at incorrect con-
clusions, practitioners noted that LLMs could also fabricate
justifications and “hallucinate evidence to prove it” (P120).
For many, this felt antithetical to the idea of cybersecurity; as
noted by P924, “LLMs can be so confident in wrong answers...
in the security space, these ‘small’ mistakes may create cas-
cading security risks by weakening multiple layers of defense.”
Furthermore, for others (n=4), their concerns were not just
based around incorrect answers, but the lack of determinism
around LLM outputs. Consistent with previous studies high-
lighting this issue [55, 56], practitioners such as PO58 noted:
“The problem with implementing autonomous Al solutions for
security is the unpredictable nature of the outputs.” Practi-
tioners also described how reliability can vary based on the

specific task and its context; for instance, the particular lan-
guage in which the code is generated: “When writing code,
outcomes get increasingly unreliable as the code language
gets more complex, like with PowerShell” (P175).

5.4 Privacy and Security

When discussing privacy and security risks of LLM tools,
practitioners were significantly more likely to bring up nega-
tive viewpoints (z = —5.41, p < .001). These concerns often
focused on unintentional data leakage (n=31), and the ex-
panded attack surfaces LLMs may introduce (n=17).

Difficulties in Data Governance. Practitioners frequently
expressed concern that users may inadvertently enter organi-
zational information into commercial LLMs, raising the risk
that public models could retain or learn from sensitive inputs
(e.g., P783, P827, P789). As P294 cautioned: “LLMs may
learn from the information you provide, be cautious about
what you prompt; otherwise, sensitive organizational infor-
mation may be inadvertently exposed.” These concerns were
particularly pronounced around integrated tools that require
access to internal enterprise data. As P863 shared, while their
teams were excited by the success of early LLM tools, they
remained “uncertain about the tool’s access to internal data”
and felt a tension between giving the tool access to be “useful
without that access being a huge risk to themselves.” Some
practitioners questioned the necessity of such access and be-
came worried that it may be misused or stolen: “If sounds like
what all AI companies are trying to do: get as much data to
train models that they can sell to other customers” (P885).

LLMs Increase Attack Surfaces. Practitioners also raised
concerns that LLM tools themselves become new attack sur-
faces. In the excitement to produce and sell LLM tools for
security, practitioners noted that security concerns of the tools
themselves may not be prioritized: “Be careful, security with
new technology often lags” (P705). Indeed, using simple
techniques like jailbreaking [57] and prompt injections [58],
practitioners, like P926, became worried that LLM tools can
be easily attacked: “I play with around LLMs a lot—it is alarm-
ingly easy to get a model violate their guardrails.” After break-
ing these boundaries, practitioners became worried that LLM
tools themselves could be used to conduct attacks against
their own company: “you could keep rephrasing open-ended
questions to bypass its built-in safety restrictions” (P496).

5.5 Autonomy

In discussing autonomous task execution without human su-
pervision, practitioners were significantly more likely to hold
negative perceptions (z = —4.94, p < .001), noting that, de-
spite vendor claims, LLM tools still required heavy oversight.

While Improving, Human Oversight Is Still Needed. Partic-
ipants noted that while LLM tools are often marketed as fully



autonomous and can act as replacement analysts, they were
not often reliable enough to fully delegate tasks (P047, P257,
P925). Most practitioners believed that current systems were
better suited to decision support than to autonomous opera-
tions. As P047 mentioned, “I work with a wide range of tools
that span the Gartner Quadrant; they are still deeply flawed
and require human intervention and oversight.” SOC work, in
particular, was viewed as too nuanced, context-dependent, and
constantly evolving for LLMs to fully handle (PO11). Thus,
while LLMs were viewed as useful and in some cases essen-
tial, practitioners would not allow them to perform actions
autonomously: “In my professional circle, we all agree that
we will need to leverage Al but only for advice, not for tak-
ing autonomous actions” (P089). Instead, they recommended
to others that they should “Use it like an intern. Allow it to
gather information and raise its hand when it notices some-
thing, but don’t let it touch anything critical” (P089).

5.6 Cost

Practitioners were significantly more likely to be negative
(z=—4.02,p < .001) when discussing the cost of LLM tools.
While practitioners do not typically control organizational
budgets, their negative perceptions around LLM costs reflect
operational feasibility concerns within SOC workflows.

Query Costs Add Up Fast. Several practitioners noted that
LLM inference costs [59] can become prohibitively expen-
sive, raising concerns about the economics of scaling LLM-
driven analysis to SOC-sized datasets. As P227 commented,
“Each inference will cost a few cents, it might not be the most
economical option for processing a large number of events.”
Moreover, some believed that privacy-concerned SOCs will
need to invest heavily in computing infrastructure: “It’s going
to be so expensive to locally train and operate these high-
quality LLMs—you will need data centers” (P895).

Returns Are Limited. Several participants were skeptical
that, given this high cost, LLM tools were practical. Costs
were so high that practitioners, such as P790, questioned
whether they could simply hire just as many workers with the
same money: “Although Security Copilot has several inter-
esting features, it is still not worth the price. Even minimal
usage can be equivalent to one full-time employee’s salary.”
Because of this, several participants, such as P362, believed
that, “At this stage of its development, LLM tools may not
provide enough value or a real return on investment.” Other
practitioners, such as P048 and P919, explicitly noted that
they did not adopt LLM tools solely because of the cost.

6 Adoption of LLM Tools (RQ3)

We now analyze how practitioners discuss adopting LLM
tools within their operations and the concerns they hold.

Table 5: Reported Adoption of LLM Tools Over Time.

Counts pl vs p2 p2 vs p3
Adoption Stage | p1 p2 p3 Delta p-val Delta p-val
Evaluating 20 16 87 | +4.40% 1.000 | -33.65%  0.002*
Using 127 181 | -7.36% 1.000 | +31.09%  0.013*
Not Using 3 3 44 | +297% 1.000 | +2.56% 1.000

pl: Dec 2022-Oct 2023, p2: Nov 2023-Sep 2024, p3: Oct 2024—-Aug 2025
Pairwise comparisons were conducted using a chi-square test followed by
Bonferroni-corrected post-hoc analysis of adjusted residuals. Bold values
indicate statistically significant differences. Delta percentages are based on
the proportions of adoption stages.

6.1 Trajectories of LLM Adoption

By analyzing posts (n=373) for whether practitioners adopted
LLM tools within their work, we found that 200 posts
(53.62%) reported actively using, 123 posts (32.98%) were
curious or in the process of evaluating LLM tools for adoption,
and 50 posts (13.40%) were not yet adopting or evaluating.

LLM Adoption Shifts from Curiosity to Operational Use.
To examine whether practitioner attitudes toward LLM adop-
tion changed over time, we divided the dataset timeline into
three approximately equal intervals: (p1) Dec 2022—-Oct 2023,
(p2) Nov 2023-Sep 2024, and (p3) Oct 2024-Aug 2025, and
compared the relative distribution of posts discussing each
adoption stage (full statistical results in Appendix B.2).

As shown in Table 5, between pl and p2, we observed
no statistically significant changes across adoption stages
(p = 1.00). Discussions in these earlier phases were similarly
dominated by evaluating LLM tools, while active adoption
remained comparatively limited, with only a few posts de-
scribing early operational use of ChatGPT (n=6), Microsoft
Copilot (n=2), and Gemini in Google SecOps (n=1). In con-
trast, statistically significant changes emerged between p2
and p3, characterized by a significant increase in active oper-
ational use (from 26.92% to 58.01%, p < 0.05) and a corre-
sponding decline in exploratory discussions (from 61.54% to
27.88%, p < 0.01), suggesting a shift from curiosity and ex-
perimentation toward concrete workflow integration. Notably,
discussions expressing non-adoption remained comparatively
stable across periods (p = 1.00), indicating that increasing op-
erational use did not eliminate practitioner skepticism toward
LLM tools. Instead, many cases of non-adoption stemmed
from negative experiences during early evaluations (§ 6.2).

General-Purpose LLMs Are Often Adopted, But Commer-
cial Tools Drive Interest. Across the posts describing active
use of LLM tools, general-purpose LLMs were referenced
most frequently and appeared in 103 posts (51.5%), compared
to only 37 posts (18.5%) mentioning security-specific LLMs.
However, when looking at posts that discuss either actively
evaluating or considering LLM use, security-focused LLM
tools were referenced in 58 posts (47.16%), more than dou-
ble the frequency of general LLMs, which appeared in only
28 posts (22.76%). In general, this exploratory discussion



came from several SOC managers (e.g., PO01, P094, P305)
actively exploring whether security-specific tools that promise
near-automation of tasks were practical: “We have started
looking into AI SOC Analysts. Our team still spends a sig-
nificant amount of time on L1/L2-type work, which should
have been automated by now” (P094). Furthermore, practi-
tioners sought community input on several related questions,
including whether these LLM tools delivered value (POOS,
PO55, P094, P860), introduced overhead (P055), integrated
well with existing technology (P786), compared favorably
with traditional SOAR solutions (P001, PO08, P316, P411,
P890), and justified their cost (P305, P890).

Tools Are Often Adopted For Non-Core Security Opera-
tions. While broad discussions around use cases were often
focused on core security operations (§ 4.2), posts describing
active adoption often focused on productivity-oriented tasks.
Of posts that described adopted uses for LLM tools, 28% fo-
cused on scripting & query support and 26% on reporting
and documentation; in comparison, 18% discussed triage &
IR, and only 6% discussed threat analysis. This may indicate
that while core operational tasks dominate overall discussions,
active adoption is likely to concentrate on self-scoped tasks
that afford greater analyst control and easier verification.

6.2 Cautions against LLM Adoption

Despite reported adoption and curiosity, practitioner discus-
sions highlighted recurring barriers that shaped how they eval-
uated the appropriateness of LLM tools for SOC.

Inflated Vendor Promises. Practitioners frequently inter-
preted LLM adoption through the lens of a long-standing
history of overpromising technologies in cybersecurity, lead-
ing to skepticism toward marketing claims of “autonomous
SOC” capabilities. As P859 emphasized, “The marketing
people will claim their product can do everything. However,
without hands-on experiments, such products can be anything
and everything at once, or nothing.” Consistent with this view,
across 20 posts, practitioners reported that they or their or-
ganizations had previously evaluated tools, such as Security
Copilot, that did not result in adoption, primarily due to inef-
ficient performance and unjustifiable costs.

Sufficiency of Traditional Solutions. Practitioner skepticism
toward LLM adoption was also shaped by a perceived ten-
dency to overuse, or “look for places to cram in AI” (P226).
As P463 argued that “many organizations lack the use case,
scale, or resources to justify LLMs or agentic security so-
lutions, yet they are forcing Al into workflows.” Across 11
posts, practitioners expressed a clear preference for traditional
automation, emphasizing that many SOC tasks are already
effectively addressed by existing approaches: “It’s like bring-
ing a tank to a knife fight when using LLMs to deterministic
security problems. Stick to traditional automation, it’s simpler,
cheaper, and gets the job done” (P460).

Organizational Restrictions and Policies. Another cluster of
narratives (n=10) highlighted that organizations often restrict
the use of public LLMs primarily due to data-loss prevention
or confidentiality concerns (§ 5.4). As P922 explained, “Since
people continued to carelessly pour company data into pub-
lic LLMs, we incorporated them into our company block list.”
One practitioner also described broader uncertainty within
organizations about how to assess the risks associated with
LLMs, driven by the lack of established frameworks for eval-
uating these tools. As P784 noted, “Since Gen Al is so new,
nobody even understands how to discuss it. . . the CISO is un-
sure what the security risks are, the Chief Risk Officer doesn’t
know how to characterize them on the risk matrix.”

Anti-LLM Sentiment. Lastly, a smaller subset of posts (n=9)
reflected a clear reluctance toward LLM adoption, rooted in
personal or ideological opposition to the technology. These
posts were rarely supported by detailed reasoning; instead,
they expressed dismissiveness through statements such as
“No, I have a brain” (P768), and “If people could stop talking
about Al I would pay for it” (P005). P840, however, articu-
lated inhibition grounded in the broader implications of LLMs
for the SOC workforce (further discussed in § B.3). As they
explained, “Organizations are eager to replace analysts with
Al making it difficult to be enthusiastic about technologies
that may ultimately reduce the need for human roles.”

7 Discussion

Next, we reflect on our findings and outline future research
directions to understand the nuances of LLM adoption, design
trustworthy systems, and sustain workforce development.

LLM Adoption is Shaped by Control and Commitment.
Our findings suggest that LLM adoption in SOCs is not
monolithic but rather a layered process that differs across
tools and stakeholders. General-purpose LLMs are often
adopted by analysts through independent experimentation
on self-scoped tasks, whereas much of the curiosity surround-
ing security-specific enterprise tools is expressed by self-
identified decision-makers, reflecting organizational priori-
ties (§ 6.1). This split helps explain why SOCs may exhibit
high reported adoption of general LLMs while still showing
friction around enterprise adoption. LLMs afford analysts
greater control and reversibility, allowing them to selectively
apply the tools to low-risk tasks without deep integration or
organizational commitment. In contrast, adopting enterprise
security-focused platforms is a procurement and governance-
level decision [60,61] that often entails broader data access
and tighter coupling with existing SOC tooling.

Research Opportunity. While recent work has begun to ex-
plore the adoption of LLMs for specific SOC tasks [13,14], fu-
ture research should examine adoption as a multi-stakeholder
phenomenon. Prior work has already identified inherent mis-
matches between how managers and analysts evaluate SOC



work [1]; adopting a stakeholder-specific lens is therefore crit-
ical to understand the divergent priorities that shape adoption
decisions. Future work should also investigate how informal
analyst-level LLM use can be secured under governed de-
ployments, such as [62], without sacrificing the low-friction
interaction patterns that make LLMs inherently valuable.

Reliability is the Hard Ceiling for Autonomy. Our findings
indicate that practitioners’ reluctance to grant autonomy to
LLM tools is not rooted in abstract distrust, but in hands-on
experience with unreliable system behavior. Reliability issues
(§ 5.3) necessitate manual verification before LLM-generated
outputs can be applied, directly constraining the autonomy
these systems can be granted. When LLM judgments cannot
be confidently trusted, delegation becomes a source of risk
rather than benefit, echoing prior work linking low trust in
automation to reversion to manual control [63].

Research Opportunity. This framing highlights the need
for future research that treats trust and autonomy as interde-
pendent properties, and examines how LLM systems com-
municate uncertainty through reliability metrics that allow
analysts to assess the reliability of LLM tools in situ. Prior
work shows that generic uncertainty disclaimers, such as, “this
model may make mistakes,” have minimal impact on the cred-
ibility threshold in high-stakes expert settings [64]. Reliability
metrics are therefore intended not to unconditionally increase
trust, but to provide task-specific, actionable signals (e.g., via
external hallucination detectors) helping practitioners decide
when to act on LLM output and when to fall back to determin-
istic approaches, as a necessary step toward more trustworthy
integration of LLMs within SOC workflows.

The SOC Workforce Development Crisis. Our findings
surface an important tension with the implications for the
long-term sustainability of the SOC workforce. Practitioners
widely expect LLMs to reduce or replace entry-level responsi-
bilities, while analysts are increasingly positioned as review-
ers and governors of LLM-mediated workflows that presup-
pose substantial domain expertise (§ B.3). However, prior re-
search emphasized that such expertise develops incrementally
through hands-on operational exposure [65-67]. This creates
a circular dependency: effective oversight of LLMs requires
experienced analysts, yet the experiential learning pathways
that produce such expertise through entry-level tasks are now
being automated. As a result, questions emerge about how fu-
ture analysts will acquire the experiential knowledge needed
to critically evaluate LLM decisions.

Research Opportunity. Sustaining expertise in LLM-
augmented SOCs may require rethinking training as a process
of co-learning between humans and LL.Ms. While machines
have traditionally been learning from humans, recent work has
begun to formalize co-learning paradigms through interaction,
feedback, and shared problem-solving [68,69]. Early industry
efforts are beginning to explore this space; COACH by Drop-
zone [70] is an LLM-powered security mentor that provides
junior analysts with real-time investigative guidance [71]. Re-

cent academic work also explored integrating LLM-powered
tutoring into cybersecurity training environments [72—74].
Future research can explore how co-learning approaches can
be grounded in cyber workforce development principles [67],
while supporting LLM-mediated skill development.

8 Conclusion

In this paper, we present a large-scale mixed-methods analy-
sis of practitioner discussions on Reddit, providing a multi-
dimensional view of how LLM tools are used, perceived, and
adopted within security operations. Our findings reveal that
while practitioners increasingly view LLMs as valuable for
augmenting SOC workflows, particularly for self-scoped pro-
ductivity tasks, concerns surrounding reliability, governance,
and workforce sustainability continue to constrain broader op-
erational delegation. Together, these findings highlight that the
future of LLM adoption in SOCs is fundamentally sociotech-
nical, shaped by organizational constraints, practitioner expe-
riences, and long-term workforce considerations.
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A Overview of Forum Threads and Posts

The threads in our dataset came from three subred-
dits: r/cybersecurity (n=69), r/Information_Security
(n=5), and r/ciso (n=2). These relevant threads were posted
between December 2022 and August 2025 (Figure 1). We
can see that conversations around LLM tools have increased
over time, with 75% of posts made within the last year of
data collection (Sep 2024—Aug 2025). This aligns with the
recent emergence and broader visibility of SOC-focused LLM
tools around mid-2024, including Microsoft Copilot for Se-
curity [21], Prophet Security’s Al SOC Analyst [80], and the
introduction of Gemini in Google SecOps [81].

Relevant threads contained an average of 22 (£32.8) posts,
ranging from 1-193 posts. Across these 76 threads, we ana-
lyzed 892 (52.38%) relevant posts. As shown in Table 6, these
relevant posts touched on our topics of inquiry: Tools (n=410),
Use Cases (n=325), Opinions (n=406), LLM Factors (n=459),
LLM Adoption (n=373), and Vision for the Future (n=276).
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Figure 1: Number of Threads in Our Dataset Over Time.

B Additional Results and Discussion

B.1 Commercial LLM Tools

Table 7 provides a comprehensive list of all commercial LLM
tools, along with their purpose (general-purpose or security-
specific), observed frequencies, and brief descriptions, men-
tioned in the practitioner discussions.

B.2 Statistical Results

Opinions on LLM Tools. To further examine whether prac-
titioner sentiment differed across categories of LLM tools,
we analyzed positive and negative opinions associated with
general-purpose and security-specific tools (Table 8). Over-
all, discussions surrounding the broader categories exhibited
relatively balanced sentiment distributions, with no statisti-
cally significant differences observed at the category level

Table 6: Distribution of Discussion Topics — Identified across
892 relevant posts. Individual posts often addressed multiple themes.

Topics of Discussion

LLM Uses (§ 4)
Tools Mentioned
Use Cases Mentioned
Perceptions of LLM Tools (§ 5)
Opinions Shared

# Total Posts (Out of 892)

410 (45.96%)
325 (36.44%)

406 (45.52%)

LLM Factors 459 (51.46%)
Implications of LLM Adoption (§ 6)
LLM Adoption 373 (41.82%)

Vision for the Future 276 (30.94%)

(xz(l) =0.06, p = 0.81). However, tool-specific patterns re-
veal more nuanced perceptions. Among general-purpose sys-
tems, generic references to LLMs and GenAl systems were
more commonly associated with negative opinions, whereas
discussions of ChatGPT were comparatively more positive.
Notably, while overall sentiment toward security-specific plat-
forms remained slightly more positive, discussions surround-
ing Microsoft Security Copilot were substantially more nega-
tive than positive, suggesting a disconnect between broader
excitement around AI SOC systems and practitioner experi-
ences with specific enterprise deployments. Together, these
findings suggest that practitioner sentiment toward LLM tools
is shaped less by broad tool categories and more by hands-
on experiences with specific platforms and their perceived
operational value within SOC workflows.

Relative Prevalence of Reported Use Cases. As briefly dis-
cussed in Section 4.2, to understand the relative prevalence
across the six types of use cases, we conducted pairwise two-
sample tests of proportions with a Bonferroni correction (Ta-
ble 3). We observed that Triage and IR were significantly
more prevalent than all other reported uses (xz(l) >16.92,
all p < 0.001), followed by writing-oriented tasks, including
scripting, query generation, and reporting. Statistically, script-
ing (n=88) and reporting (n=84) did not differ significantly
from one another (x?(1) = 0.07, p = 0.79), but were both sig-
nificantly higher than threat analysis and knowledge support
(¢*(1) >7.74, p < 0.05). Lastly, the discussions around threat
analysis and knowledge support did not differ significantly
(x*(1) = 0.00, p = 1.00), but both were greater than misc.

Correlating Tools with Use Cases. To examine whether the
distribution of discussed use cases differed between general-
purpose and security-specific LLM tools, we conducted a chi-
square test of independence followed by Bonferroni-corrected
post-hoc analysis of adjusted residuals (Table 3). Due to its
small sample size, the “Training, Compliance, Others” cate-
gory was excluded from this analysis. The chi-square test re-
vealed a significant association between use case category and
tool category (x*(4) = 58.289, p < 0.01). Post-hoc analysis
showed that triage and IR discussions were significantly over-
represented among security-specific tools (z=6.83, p < 0.001).



Table 7: Comprehensive List of Reported LLM Tools —
grouped by general-purpose and security-specific platforms, along
with their observed frequencies.

Tool Name Freq.  Description

General-Purpose LLM Tools

ChatGPT 90 A general-purpose conversational LLM developed by OpenAl
MS Copilot 30 A generative Al assistant integrated across Microsoft products
Claude 9 A conversational LLM developed by Anthropic

Gemini 6 A multimodal LLM developed by Google

Llama 5 A family of open-source large language models released by Meta
Perplexity 3 A generative Al-powered web search assistant

NotebookLM 3 A research and note-taking online tool powered by Google Gemini
Grok 2 A conversational LLM developed by xAl

Amazon Q 1 Amazon’s enterprise generative Al assistant for AWS customers

Security-Specific LLM Tools

Security Copilot 40 Microsoft’s LLM-powered agentic security automation platform

Dropzone Al 10 Autonomous LLM-powered agentic “AI SOC Analyst” platform
Intezer 8 Autonomous LLM-powered agentic “AI SOC Analyst” platform
Cortex XSIAM 6 Extended security intelligence automation management platform
Prophet Security 4 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Purple Al 4 Autonomous LLM-powered agentic “AI SOC Analyst” platform
CMD Zero 3 Autonomous & Al-assisted cyber investigation platform
Abnormal 3 Al-native platform for human behavior security

Google SecOps 3 Google’s intelligence-driven security operations platform
Darktrace 3 Al-powered proactive platform for enterprise security

Torq Socrates 2 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Qevlar Al 2 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Arcanna AL 2 Trustworthy agentic “AI SOC Analyst” platform

Vectra Al 2 Al-powered platform for network, identity, and cloud security
WhiterabbitNeo 2 Cybersecurity model built for offensive reasoning

D3 Morpheus 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
TandemTrace 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Radiant Security 1 Autonomous LLM-powered agentic “AI SOC Analyst” platform
Charlotte Al 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Exaforce 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Tai 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
Rapid7 1 Al-powered MDR platform for business resilience

Whistic 1 Al-first platform for comprehensive third-party risk management
Splunk ES 1 Al-powered threat detection, investigation, and response platform
SIRP 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform
HackerAl 1 LLM-powered penetration testing platform

XBOW 1 LLM-powered penetration testing platform

Nebula AI 1 LLM-powered penetration testing platform

Gradient Cyber 1 Al-assisted MXDR designed for mid-market organizations
ReliaQuest 1 Autonomous LLM-powered agentic “Al SOC Analyst” platform

Table 8: Practitioner Sentiment Across LLM Tools.

LLM Tools # Positive # Negative

General-Purpose Tools 88 (50.57%) 86 (49.43%)
Unnamed (LLMs, GenAl, etc.) 36 (42.35%) 49 (57.65%)
ChatGPT and OpenAl models 38 (58.46%) 27 (41.54%)
Microsoft Copilot 10 (50.00%) 10 (50.00%)
Claude 4(66.67%) 2 (33.33%)
Gemini 0(0.00%) 5 (100.00%)

Security-Specific Tools 56 (52.83%) 50 (47.17%)
Unnamed (AT SOC Analyst, Agentic SOC) 37 (59.68%) 25 (40.32%)
Microsoft Security Copilot 8 (24.24%) 25 (75.76%)
Intezer 4 (100.00%) 0 (0.00%)
Dropzone 3 (100.00%) 0 (0.00%)
Cortex XSIAM 3 (100.00%) 0 (0.00%)

Counts and percentages are reported row-wise and represent the relative
proportion of opinions within each LLM tool category. Only tools with three
or more total opinion mentions are included.

In contrast, scripting and query support (z=3.57, p < 0.01)
and reporting and documentation (z=3.22, p < 0.05) dis-
cussions were significantly overrepresented among general-
purpose tools. No statistically significant differences were
observed for knowledge support or threat analysis.

Statistical Analysis of Factors and Perceptions. To under-
stand whether sentiment toward LLM tools differed across
the discussed factors, we constructed a contingency table cap-
turing positive versus negative mentions for each factor (Ta-
ble 4), and conducted a chi-square test of independence. The
test revealed a significant association between factor type and
sentiment (%> (5) = 172.21, p < 0.001), indicating that practi-
tioners’ perceptions differed significantly across factors. Post-
hoc tests with adjusted residuals find that comments around
LLMS’ capabilities (z =8.11,p < .001), and efficiency (z =
6.38, p < .001) were significantly more likely to be positive
than negative, while reliability (z=—6.77, p < .001), security
and privacy (z =-5.41, p < .001), level of independent auton-
omy (z=—4.94,p < .001), and cost (z = —4.02,p < .001)
were significantly more likely to be negative.

Temporal Analysis of LLM Adoption Stages. To examine
whether practitioner discussions surrounding LLM adoption
changed over time, we conducted chi-square tests of inde-
pendence between adjacent temporal intervals: p1 vs p2 and
p2 vs p3 (Table 5), and measured delta values to represent
proportional changes in the relative prevalence of each adop-
tion stage between adjacent periods. No statistically signif-
icant difference was observed between the first two phases,
pl and p2 (x*(2) = 0.44, p = 0.802). Relative proportions
suggested that discussions during the earlier periods remained
similarly centered around evaluating and exploring LLM
tools. In contrast, a significant shift was observed between p2
and p3 (x2(2) = 13.20, p = 0.001). Post-hoc analysis using
Bonferroni-corrected adjusted residuals revealed a transition
in practitioner discourse toward active operational use: ex-
ploratory discussions became significantly underrepresented
in p3 (z = —3.58, p =0.002), whereas discussions describing
active use became significantly overrepresented (z = 3.07,
p = 0.013). No statistically significant temporal differences
were observed for discussions expressing non-adoption.

B.3 Impact of LLMs on Security Workforce

Building on observed adoption patterns and barriers (§ 6.1,
§ 6.2), practitioners’ discussions also reflected on the im-
plications of LLMs for the SOC workforce. Despite vendor
claims of autonomy and replacement, practitioner discussions
revealed a more nuanced view of how LLM tools reshape
roles, responsibilities, and skill demands within SOCs.

Where LLMs Can Meaningfully Augment Humans.
Across practitioner discussions (n=28), a widely shared be-
lief was that if LLM tools were to replace any SOC role,
L1 responsibilities are the most vulnerable. Practitioners ar-



gued that L1 positions were already being reduced prior to
the LLM hype and that the widespread adoption of LLMs
is likely to accelerate this trend. For example, as one prac-
titioner, P250, explained how their company “let go of all
eight L1 SOC members, because the SOAR playbooks han-
dled almost everything, and phishing, the only task manually
reviewed, was later handed off to an Al tool.” Moreover, sev-
eral posts frame L.1 workflows as “button-clicking” (P916),
“brain-dead work” (P244), “barely a security role” (P237), or
“simply processing routine tasks shown by the SIEM” (P304),
justifying that LLM tools need not human-level reasoning
to affect L1 staffing. Building on this reasoning, while some
practitioners predicted substantial reductions in entry-level
positions, “Al could impact headcount by 15-20%” (P227).

Where Human Expertise Remains Critical. Despite con-
cerns about the future of L1 roles, practitioners overwhelm-
ingly rejected the idea that SOCs are close to becoming
fully autonomous. Practitioner discussions consistently em-
phasized that even as LLM tools become deeply embedded
in workflows, human oversight remains indispensable.

High-skill SOC Responsibilities: Across 20 posts, practi-
tioners emphasized that many high-skill SOC responsibilities,
including digital forensics and IR, threat hunting, and pene-
tration testing (P711, P367, P539, P927), typically handled
by L2-L3 teams, inherently require humans. As P279 em-
phasized, “Any task that requires complex reasoning, logical
synthesis and judgment, I see people having a strong pres-
ence in handling.” This perspective was further reinforced by
stressing the criticality of human expertise: “Even the most
advanced Al tools are ineffective without a skilled security
team to implement them or without strong executive backing
from a CISO (or equivalent)” (P631).

LLM Supervision and Governance: Another set of posts
(n=18) highlighted that with LLMs in the picture, humans
are needed more than ever. Practitioners consistently pointed
out that organizations will still need humans to “supervise
and verify LLM outputs” (P00S, P243, P401, P390). As P243
summarized, “Even with LLMs, there will still be a need for
certain levels of verification, which in itself could be an L1
responsibility.” Practitioners further stressed that “certain
responsibilities, such as governance and compliance, cannot
be delegated to Al, as doing so risks allowing the system to
effectively oversee itself.” (P241). They also argued that within
SOC, Al cannot operate without human-provided context. As
P354 explained, even someone skilled at prompting requires
substantial prior experience to guide the LLM:

If a company hires someone who can generate
solutions through effective prompting, that alone
does not make them a replacement for skilled ana-
lysts. Meaningful use of LLMs still requires domain
knowledge and expertise of an experienced analyst.

Accountability: Lastly, across a small set of posts (n=6),
practitioners highlighted humans will still be needed for ac-
countability, arguing that organizations cannot solely rely on
LLM tools for decisions that may have legal, regulatory, or
financial consequences (P048, P237, P285). This was espe-
cially evident for incident response workflows. As P347 noted,
“Unsure what a breach response would look like if the ‘Al em-
ployee’ overlooked anything and it caused harm to people...
some ‘human’ will ultimately need to be held responsible.”

How Analysts Must Adapt. Beyond the debate between re-
placement and augmentation, a few posts (n=11) highlighted
that early adopters of LLM tools are already integrating them
into daily workflows, and therefore avoiding LLMs or dis-
missing their relevance should be an untenable stance: “We
would be naive to overlook the scale and speed of change
underway, no one can predict with certainty how the field will
evolve” (P275). Consequently, practitioners offered explicit
advice to peers on how to navigate this shift.

Developing Al Literacy: A commonly repeated suggestion
was developing Al literacy, followed by the sentiment that
“Al itself is not the reason for job-threat; rather, it is the peers
who learn to use it effectively” (P248). Several, including
P246, P818, and P843, described “Al as a bell that cannot
be unrung,” (P246) stressing that analysts who fail to build
fluency will be the first to fall behind as organizations increas-
ingly seek people who can work confidently with Al-enabled
tooling. P292 contextualized this urgency by pointing out the
unprecedented pace of LLM adoption, noting that, “only a
few technologies in recent history have achieved such rapid
global familiarity and enterprise adoption.”

More Depth in Security Reasoning and Response: Another
category of advice emphasized the importance of strengthen-
ing fundamentals and continuous upskilling. As one practi-
tioner, P304, advised, “To anyone aspiring, make upskilling
a part of your DNA. Go beyond simply responding to alerts
to actually understand why detections fire and how systems
operate.” Others also underscored the ongoing importance of
“hands-on experience with traditional SOC tools such as SIEM
and EDR” (P034), as well as familiarity with emerging areas
such as Al security threats, e.g., ISO 27090 (P271).
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